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Author: Joakim Uddholm, tethik@blacknode.se

This document details how | was able to gain access to the root account and access the
kms.nhp.gov.in host using the publicly exposed syncthing service.

All times are in UTC+02:00. While performing the attack | was using this IP: 176.125.235.113
(a commercial VPN).

Background

Syncthing is a continuous file synchronisation program. It synchronises files between two
or more computers in real time.

Discovery

I initially discovered the host via shodan by searching for instances running syncthing.
https://www.shodan.io/host/117.239.179.28

117.239.179.28 premmrm pamwes



https://syncthing.net/
https://www.shodan.io/host/117.239.179.28

Proof of Concept / Timeline

As an initial setup, syncthing was already running locally on the attacker’s device.

2022-05-06 02:24:25 Accessing the indexed host on port 8080
(http://117.239.179.28:8080/# ) shows the admin interface for the syncthing service.

O & 117.239.179.28:8080/#

@ K @Upgrade Tov120.1 | @ English - @Help  # Actions ~

© Danger!

The S give hackers access to read and change any
files

Upon access, noted that there is no authentication set up.

2022-05-06 02:25:00 Begin the attack by adding a new folder share for the /root/.ssh/
folder.

@ Add Fold

Folder Label

froot/.ssh/

Folder ID

Folder Path

st. The tilde

2022-05-06 02:34:58 Add the attacker device to attacker syncthing to allow syncthing to
sync between the two hosts. The new /root/.ssh share is shared with the attacker device.
The kms.nhp.gov.in device ID is also added on the attacker instance (Ul in white).


http://117.239.179.28:8080/#

(OCHJUBB)

Device ID




Unshared Fold

< Add Device

£ General «3 Sharing &8 Advanced
Device ID

GJJSBTI-JVHGQNB-4E27SAB-TSEKDQP-YUZCHWV -G3FWDBL -ESQDBSG-BJ6GFAH

You can also select one of these nearby devices:
e PIS25CL-KIWQMUJ-BANY455-LHZ4SVH-GYTWTMR-LCBIC3U-XJHDWJ1J-FSWNRQF

The device ID to enter here can be found in the "Actions = Show ID" dialog on the other device. Spaces and dashes are
optional (ignored). When adding a new device, keep in mind that this device must be added on the other side too.

Device Name

Shown instead of Device ID in the cluster status. Will be updated to the name the device advertises if left empty.

B show QR % Close




2022-05-06 02:39:51 After some time, the connection is synced between the devices.
Attacker device is asked if it wants to accept the shared /root/.ssh folder.

kms.nhp.gowv.in wants to share folder "/root/.ssh/" (snses-cohue). Add new folder?

B Add Folder (snses-cohue)

£+ General «5 Sharing € File Versioning Y Ignore Patterns ¥ Advanced

Folder Label

Iroot/.ssh/
Optional descriptive label for the folder. Can be different on each device.
Folder ID

snses-cohue

Required identifier for the folder. Must be the same on all cluster devices. When adding a new folder, keep in mind that the
Folder ID is used to tie folders together between devices. They are case sensitive and must match exactly between all
devices.

Folder Path
fhome/tethik/sec/kms.nhp.gov.in/root/

Path to the folder on the local computer. Will be created if it does not exist. The tilde character (~) can be used as a
shortcut for /home/tethik/snap/syncthing/common .




2022-05-06 02:46:58 The /root/.ssh/ share finally syncs with the attacker host.

Folders
B /root/ssh/ Up to Date
© Folder ID snses-cohue
& Folder Path home/tethik/sec/kms.nhp.gov.in/root/
@ Global State 4 D0 2-~7.95KiB
# Local State (54 OO0 =2-~7.95KiB
< Rescans ® 1h @ Enabled
«§ Shared With kms.nhp.gov.in
@ Last Scan 2022-05-06 02:46:56
= Latest Change Updated id_rsa

I Pause 2 Rescan 4 Edit

B Default Folder Paused



2022-05-06 02:48:00 Attacker appends their ssh public key to the authorized_keys file.
After a second or two this file is synced to the kms.nhp.gov.in host. Attacker is then able to
access the host via SSH. SSH Session Log will be attached separately.

authorized_keys

ssh-rsa
AAAAB3NzaC1yc2EAAAABJQAAAQEANEMvyUIi5jXJnmi8cueoUSvOgSTpyGnSYp8to/Cx7Cy7nmK+nH1Qy70xcatertsVb5y
EtcbdLRD/YucHfQhXjdOz+twfep3HnH8OgEyLjH2VC90EtlczmljLnkssWh091CQj//3khSHx9nOFEmuKtvs5tIH8pd90jxp8BOG
2b0M9xGrG7Grz/uiSLG3jU3ahzRr24ixyh19GqC0A6fKp2feuh6tXqoS4GFiok8JaEeBUKpM/4D+FvGKrdwmZV015EK2SILpV
hpd5M5BqW9PM1mn2R49WkVaODCWxVVIY/E2qJLB2M1dEo7bCMKe6qHZIzFdqfgzdMbzVP3AmY +tDhHQ== 62mkv
office key

ssh-rsa
AAAAB3NzaC1yc2EAAAABJQAAAQEAMPfwU4R91zznFv7DnVr4atn7Mm8pa5gGRFmM83NJMYcGSODefunJo/ONCNOPGnN
ANSN8RcWYYarrLvm2/xqh7G/3YJdQazuNnYIXAEhDdaiAA8wl+aln2JHKMJOQWvrNnh7uVOrRjr9cQ/wuyBnaYHKFx210g69
+42DOUriBOA9b/BhckaOUWgeJxY9ogh5XW9i3swbSf0C685CDxaM27x/iKb64NdSn/qkcTatR48yGQ4VcerNhvZX1p9b40C3rl
gxsqP7/MsLjg3EETPaGcOSZ2mrCS0JcLWKcQqtLD2aCCFL/oszibNAOR+nDpplOpLN/RYLUWTpWzX1Dkt5rguRsw==
62mkv home rev2

ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAABAQC/URvLVxxTdkCKzBmWA7JebB4g10gmbNgX5vGnJd3pVgAXm6EYLv7RHhDQ
RSapKUE4BcV5HVFo72FFEOdT13szeP 1H58sDRY Uvru6i4NotrxHMWQxK7Kbtv5jrsyBghwXaVKTSI/Y Lb4X7kog/AVLXAzo
NkXgFVDRPTAM/vnr+pI3IOUArT 13sRn/Y TNmyEZ8Nrcwy61moJqiEOR26DWChv6aPOsFgMYhgwp7EVE1RkoJUzYi3MaCF
0i2URlesEACcl/JA4z9DyPuJ55N16U7VxONWjxgo87WiVRJIbcnCpfRBAGOpEZ95BtT8Z3CVpHJIBttNG4PN1q0o6c7OB6E1/5bn
R meny@meny-X555LD

ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAABgQChPtCmKqY63azNK4PLCIIL4yILTUETfDNyztaZprulCtUlq4AJs4dBNTM/u/t
h+yL8PQAI1HJZMytrK6 AEjXXLrjwcMX8nTdN9Cf4e77KeubiizeeJoqES+gh4tMbRO4px5Cx/ym4C2rJ9le6f2DPGIU3kfy
WeJoaKXM5T0sruezzehPI1VQ6icm1pHHATf9ZU9HV5qJU5x0Oxn+A8jWP668YF5DQ8Tq5qJbP4FD3Do2YLbLHy/gxeV6
9dIM6XWFco3M0m/5MdckRz/KsCO5jh3VOF2ZyKsD/OKfJvCCwOHI7vTdc1B4khRQolIVYYBxIuj8X4vxYKO0Gj9CO1HVEI
Fr9uo7Yof9G0tP1A+KxRHY+epKouEH8ep5jq0zQ92m4B91728nHVheylZVmX2rKG5s/yytJXkLI4vxv+ptZ+0A8HTbal37
B3FNd30+KHSQhWdOKEr+/ZkHSnKcDMS/fjYiipcFd32zExmRtSCoulRdlIpOAxpxd405LKZ/6WGPgDmk=
throwaway-key




2022-05-06 02:53:59 With the SSH access established, Folder share is deleted and device
connection is removed.

# Edit Folder (/root/.ssh/)

Folder Label
froot/.ssh/
Optional descriptive label for the folder. Can be different on each device

Folder ID

Required identifier for the folder. Must be the same on all cluster devices.

Folder Path

Path to the folder on the local computer. Will be created if it does not exist. The tilde character (~) can be used as a
shortcut for /root

©® Remove Folder

Are you sure you want to remove folder /root/.ssh/?

No files will be deleted as a result of this operation




Are you sure you want to remove device kms.nhp.gov.in?

OCHJUBB?

2022-05-06 03:26:00 Initial reach out to CERT India.



